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New Delhi: In what could possibly be the largest data Aadhaar" feature, which authenticated the Aadhaar informa- T RIS o T 31T Tt Tieht
breachinIndial’s history, sensitive personal data of 81.5 crore tion. £ & o U TE g s
Indians has leaked and surfaced on the dark web. The data has A spreadsheet of sample leaks from Aadhaar data leaked  seet shsierer = Set 51 Teh el
been leaked from the database of the Indian Council of by the hacker. (Source: Breach Forum/Resecurity) YT GHT Sl 999 o F

Medical Research (ICMR). However, the epicentre of the
leak is still unknown.

Sensitive information belonging to 81.5 crore Indians has
emerged on the dark web, potentially marking the biggest
data breach in India’s history. The leak has been brought to
attention by [ lpwn0001[] [J[] a hacker 1] who advertised the
stolen information on the dark web. The information is
believed to have come from the data collected by the Indian
Council of Medical Research (ICMR) during COVID-19
testing. However, the epicentre of the leak is still unknown.

The Computer Emergency Response Team of India
(CERT-In) has also alerted ICMR about the breach, accord-
ingtoareportby News18. The COVID-19 test information is
scattered across various government bodies like the National
Informatics Centre (NIC), ICMR, and the Ministry of Health,
making it challenging to identify where the breach originat-
ed.

At the time of writing the story, there was no response to
the leak from the Ministry of Information and Technology or
other concerned agencies online.
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As per the data shared by the hacker, the stolen information This isn[ 1t the first time that a large medical institute in mwmﬂ Gt
comprises Aadhaar and passport details, along with names, [ _ India has faced a breach. Earlier this year, cybercriminals
phone numbers and temporary and permanent addresses of ~details about the breach on Breach Forums, advertising the  hacked into AIIMS! servers and took charge of more than DREAMLAND FARM
millions of Indians. The hacker also claims that this data availability of 815 millionrecords, including "Indian Citizen TB of data at the institute, asking for a hefty ransom. This - -
comes from the information ICMR collected during COVID- Aadhaar & Passport" data. For context, India’s total popula-  forced the hospital to switch to manual record keeping for 15 IR O3 & Eﬂiiﬁ 3R
19 testing. tionisalittle over 1.486 b11110npeople.. days, slowing down all the processes in an already-over- @iﬂmﬁmﬁl
The initial discovery of the data breach was made by The Resecurity researchers have discovered that among  crowded institute. A few months before that in December Y aauf
Resecurity, an American agency specialising in cybersecuri- the leaked data, there were 100,000 files with personal details 2022, AIIMS Delhil s data was hacked by the Chinese, and SR 7Y a®
ty and intelligence. On October 9, *pwn0001° disclosed ©of Indian citizens. To check their accuracy, some of these had demanded Rs 200 crore in cryptocurrency.
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